Risk Assessment

	Site/ building/activity:
	Council Website/Email – www.draughton.org
	Assessment date: June 2020


	Problem
	Risk
	Consequences
	Factor
	Existing controls
	Additional controls recommended

	Website not working properly
	Maintenance not up to date
	Council -business disruption
	3
	Regular updates/upgrades on ad hoc basis by website manager; website back-ups held by hosting company
	Maintenance contract req’d

Back-up copies held locally? and on cloud

	Website page “not found” (not working)
	Routine technical issue  
	Council – business disruption
	3
	Repair of defect by website manager and/or hosting company support
	Local maintenance support

Back-up copies held locally? and on cloud

	Website unavailable 
	Major failure of website - technical


	Council – business disruption; loss of data; failure in statutory duties to publish material
	2
	Insurance cover – claim as necessary.

Reinstatement of website and recovery of data by hosting company
	As above, plus arrangements in place with principal authority to publish info on behalf of council, if necessary, on temporary basis

	Website unrecoverable 
	Major failure of website as result of other issues eg hacking attack/malware
	Council – business disruption; loss of data; failure in statutory duties to publish material; significant cost in reinstatement of data
	2
	As above; password protections
	As above, plus put arrangements in place for additional security encryption for website?



	Loss of hosting support
	Failure of hosting company


	Council – business disruption; loss of data; failure in statutory duties to publish material; significant cost in reinstatement of data
	1
	Insured risk.

Selection of hosting organisation with robust systems, appropriate size and reputation 
	Requirement for company with local support agency network and ability to hold back-up copies of website to reinstate data if necessary

	Loss of hosting and support services
	Failure of hosting company and support networks


	Council – business disruption; loss of data; failure in statutory duties to publish material; significant cost in reinstatement of data
	1
	Insured risk. 

Selection of all contractor organisations with robust systems, appropriate size and reputation
	Agreement of arrangements for successor support services, if necessary, in last resort
Agt of Remote Support and Disaster Recovery Plan with support services?


NOTE: Risk Factor - 1
unlikely; 2   possible; 3
likely 
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